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Abstract: This paper presents a new private key cryptosystem utilizing the Chi-
nese Remainder Theorem (CRT) for encryption and decryption. The system gen-
erates keys by selecting a specified number of distinct primes and a random integer
‘a’, which is chosen as a random number greater than all the selected primes and
coprime to them, ensuring security without revealing the modulus. Encryption and
decryption operations are performed within the modulus of each prime, enhancing
data protection. The system’s security relies solely on the integrity of prime num-
bers and the randomness of ‘a’, offering a promising solution for secure symmetric
key cryptography.
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1. Introduction

In the digital age, secure communication is paramount, driving the increasing
importance of cryptography [8]. Cryptography, the art of sending messages in dis-
guised form, plays a pivotal role in ensuring the confidentiality and integrity of



